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PABOYAS ITPOI'PAMMA JUCHUITJIMHBI
1. HAMUMEHOBAHMUME JUCHUITJIMHbI
OcHoBbl HHGOPMAITMOHHON 6€30MaCHOCTH
Fundamentals of information security
2. YPOBEHbB BBICHIEI'O OBPA3OBAHMSI
HO,I[FOTOBKa HAaYYHO-IIEAArOrHYCCKUX KaJApOB B MarucTparype.
3. HAITIPABJIEHHUE ITOATI'OTOBKHA, HAIIPABJIEHHOCTbHb (ITPO®NUJIb) ITIOJATI'OTOBKH

Hanpasnenune 02.04.02 «dynnamenranbHas nHGopMaTiKa U HHGOPMALMOHHbIE TexHosoruny. HanpasnenHocTs (poduis) «lIpuknanHas ma-
TeMaTuka u uHpopmaTrka». ObpazoBarenbHas nporpaMmma «CymnepKoMIIbIOTEPHbIE TEXHOJIOTUH U (pyHIaMEHTalIbHask HH(HOPMATUKa».

4. MECTO JUCIHMILIUHBI B CTPYKTYPE OCHOBHOM OBPA3OBATEJIbHOM PO PAMMBbBI

JlucuuninHa BXOJUT B BapUATHBHYIO YacTh MAarucTepckoi oOpa3zoBaTesibHOM mporpammbl «CynepKOMITbIOTEpHBIE TEXHOJIOIMH MaTeMaTuye-
CKOT'0 MOJICJINPOBAHUS U 00paOOTKU JAHHBIX», U3y4aeTcsl BO 3-M CEMECTpE.

5. AHHOTALIUA

B kypce uzyuatorcst ocHOBbI HH(OpMaMoHHON O6e30nmacHocTy. M3nararoTes B3risibl Ha HTHPOPMALMIO, KaK 00BEKT 3allUThHI C BBIICTICHUEM X a-
PaKTepHBIX CBOMCTB 3amuaeMoil nHpopmanuu. PaccMaTpuBaroTcst BUABI yrpo3 WHGOPMAIIMOHHON 0€30MaCHOCTH; METOJIBI M CPENICTBA OOPHOBI C yT-
po3aMu HHGOPMAIIMOHHOM 06€30IaCHOCTH; MOHATHE MOJIUTUKU OE30MAaCHOCTH, CYIIECTBYIOIIUE THITHI MOJIUTUK O€30M1acCHOCTH; IEHCTBYIOIINE CTaHap-
Thl UHQOPMAIIMOHHON 0€30IacHOCTH.

The course examines the basics of information security. Views on information as an object of protection are presented, highlighting the charac-
teristic properties of the protected information. The types of threats to information security are considered; methods and means of combating threats to
information security; the concept of security policy, existing types of security policies; current information security standards.



6. IEPEYEHBIIVIAHUPYEMBIXPE3Y/IbTATOBOBYYEHUSA

Jucuumnimza ydacTByeT B GOPMUPOBAHUU CIEAYIOIIUX KOMIETEHIUH0Opa30BaTeNIbHOM MPOrpamMMmbl:

dopmupyembie KOMIIETEHIIUT

IInanupyemMble pe3yJbTaThl 00y4eHH s

CnocoGHOCTE onpeaeniaTs HHHOPMAMOHHBIE PECYPCHI, TOJISKAIINE
3amMTe, yrpo3sl 0e30MmacHOCTH MHGOPMAIMA U BO3MOYKHBIC TTYTH MX
peanu3alMi Ha OCHOBE aHajuu3a CTPYKTYPbl M COJEpXKaHUS
MH(POPMAIIMOHHBIX TPOIECCOB U OCOOCHHOCTEW (HYHKIIMOHHPOBAHUS
obbekra 3ammthl (MITK-1)

31 (MIIK-1) 3Hatsb:

OCHOBHBIC MPUHITUIIBI, METOJIBI U TEXHOJOTUU HICHTU(UKAIINYA U ayTCH-
TU(PUKAIMHA, OCHOBHBIC TOJMTUKUA CUCTEM YIPABJICHUS JIOCTYIIOM, HX
CBOWCTBA U KPUTEPUU OC30MMACHOCTH.

Y1 (MIIK-1) YmeTs:

aHAJIM3UPOBATh U OILICHUBATh Yrpo3bl MH(POPMALUMOHHON O€30MacHOCTU
ABTOMATHU3HPOBAHHBIX CHCTEM MPU UCIOIH30BAHUU PA3IUYHBIX MPOTO-
KOJIOB ayTeHTU(HUKAIMH U PA3IMYHBIX MOJUTHK pa3rpaHUUYCHUS JTOCTYIIA.

B1 (MIIK-1) Bnanerts:

HAaBBIKaMU OIIPEEIEHUS YIPO3 HECAHKIIMOHUPOBAHHOI'O JOCTYIa K WH-
(opManMy ¥ BO3MOKHbIE METO/BI peaIn3allii YTPO3 HAa OCHOBE aHAIN3a
CTPYKTYPBI U COJIepKaHUsI MHPOPMALIMOHHBIX NPOLIECCOB U OCOOEHHO-
cTel PyHKIIMOHUPOBAaHUS OOBEKTA 3AIMTHI.

CrocoOHOCTh pa3padaThiBaTh TEXHUYECKUN MPOEKT CHUCTEMBI (TIOJ-
CUCTEMBI TUOO KOMIIOHEHTAa CHUCTEMbI) oOecreueHus WH(POpMaIuoH-
HOM 6€30MacCHOCTH.

32 (MIIK-2) 3uaTs:

TEXHOJIOTMH U OCHOBHBIE METO/IbI YIIPABJICHUS JOCTYNOM K MH(pOpMaluu
IIpUMEHsIEMbIE Ha TIPAKTUKE; OCHOBBI aIMUHHCTPUPOBAHUS CUCTEM 00ec-
nevyeHust HGOpPMaIMOHHON O€30MaCHOCTH BBIYUCIUTENBHBIX CUCTEM;
MPUHIIMITB ¥ METOIBI TIPOTHBOICHCTBUS HECAHKIITHOHUPOBAHHOMY W H-
(hopMallnOHHOMY BO3/IEHCTBUIO Ha BHIUNCIUTENbHBIE CUCTEMBI; TPUHIIH-
Bl ¥ TEXHOJIOTUHU o0ecriedeHust HHPOPMallMOHHOW 0e30IacHOCTH KOM-
MBIOTEPHBIX CETEH.

V2 (MIIK-2) Ymers:

000CHOBBIBaTh TPEOOBAHUS K CHCTEME 3aIIUThl aBTOMAaTU3UPOBAHHON
CHCTEMBl OT HECAaHKIIMOHUPOBAHHOT'O IOCTYyIa K HHPOPMALIUH.

B2 (MIIK-2) Bnagets:

HaBBIKAMU HCIIOJIb30BaHUS CPEJICTB aHAIN3A CTPYKTYPhI U YSI3BUMOCTEH
ABTOMATHU3HPOBAHHBIX CHCTEM M KOMIIbIOTEPHBIX CETEH.




OueHoYHbIE CPEACTBA AJIs IPOMEXKYTOUHON aTTECTAllMU pUBeaeHbI B [Ipunoxxenun.

7. OBPBEM JUCHUIIVIMHBI

OO0beM TUCIMILIMHBI COCTABISACT 3 3aueTHbIC eauHMIIbl, Bcero 108 yacjd.

36 yacoB cocTaBiIsIeT KOHTAaKTHas paboTa ¢ mpernojaBaTeneM — 36 4acoB 3aHATUHN JIGKIIMOHHOTO TUma, 0 4acoB 3aHATHI CEMHUHAPCKOTO THIIA
(ceMHHApBI, HAYYHO-TIPAKTUYECKUE 3AHSITHSI, JA0OpaTopHbIe paboThl U T.11.), 0 4aCOB MHAMBUAYAIBHBIX KOHCYJIbTAIMi, 0 4acOB TPYMNIOBBIX KOHCYITh-
tanuii, 0 YacoOB MEpPONPHUATHI TEKYILEro KOHTPOJISI YCIIEBaEMOCTH, 2 Yaca MPOMEKYTOYHOH aTTECTAIHH.

72 yacf cocraBnser camocTosTenbHas paboTa yJarerocs.

8. BXOJAHBIE TPEBOBAHMUSA AJ151 OCBOEHUS JIMCHUITJIMHbBI

VYyammecs: TOJKHBI BJIaIeTh 0a30BBIMU 3HAHUSMU IO OTIEPAIIMOHHBIM CHCTEMaM U KOMITBIOTEPHBIM CETSIM COOTBETCTBYIOIMM OCHOBHBIM 00-
pa3oBaTelIbHBIM IporpaMMaM OakajaBpHara IO YKPYMHEHHBIM TpynmnaM HampasieHuid u crermanbHocteid 01.00.00 «MaremaTtnka M MeXaHUKay,
02.00.00 «KommnbroTepHbie 1 HHPOPMALIMOHHBIC HAYKHY.

9. OBPA3OBATEJIBHBIE TEXHOJIOT'MU

B mporiecce 00y4eHUs UCTIONB3YIOTCSI MYJIbTUMEIMIHBIC TEXHOJIOTUH, BKITFOYAs ICMOHCTPAIIHMIO Mpe3eHTanui. Mcrnoap3yoTess KOMIBIOTEPHI C
omnepaunoHHoi cucremoit Linux Debian (Ububtu, Kali Linux) u ctangaptasiM [1O (BkiIH04as pe1akTopbl TEKCTOB), BBIXOJIOM B HHTEpHET. Takxke Hc-
MOJIB3YETCS SJCKTPOHHAs HH(POPMaIMOHHAs 0Opa3oBarebHas cpeaa https://academtest.ruais mpoBepky 3HAHHUI CTYICHTOB.


https://academtest.ru/

10. COOJEPKAHUE JUCHUIIJIMHBI

HaumeHoBaHue U KpaT-
KOe co/iep:KaHue pasje-
JIOB U T€M JIMCUUIJIHHBI,

Bcero
("acwi)

B ToMm uncne

KonTakTHasn paﬁoTa (paﬁoTa BO B3aUMO/I€iiCTBHH C npemnoaaBa-

CamocrosiTebHas paﬁoTa Yuamero-

(l)opMa l'[pOMe)KyTO‘lHOﬁ TCJICM), Yachl CHl, YaChl
aTTecTAllMU 0 JUCIMII- U3 HUX H3 HUX
JUHEe
o . . YuebOnble 3andaTus, | Beero Brimonmnenue | Iloaroroska | Beero
S e = HaIIpaBJICHHBIE HA JIOMAIITHUX pedeparon
% % Q;; 2 MPOBEJEHUE TEKY- 3aaHui U T.I..
=t = S i = LIEro KOHTPOJIA yC-
% z o 5 S | meBaemoCTH: KoJlI-
= t - § 5 & | MOKBHYMBI, TIpaK-
E o E = l= 2 E, THYECKHE KOH-
T E = ; =y = = Z | TPOJILHBIC 3aHATHSA
M & M = =& 52 | gap.
OcHoOBBI HH(POPMALMOHHOM 0€30I1ACHOCTH
Tema 1. Teopernueckne
OCHOBBI 0€30MaCHOCTH B aB-
TOMATH3MPOBAHHBIX CHCTE- 2 2 0 - - - 8 - 8
Max M BHIYHCIATETBHBIX
ceTsix»
Tema 2.
TexHog0ruu MaeHTHPHKA-
WU ¥ MPOTOKOJIBI ayTeH- 14 14 0 ) ) i 16 ) 16
THHUKALUK IPU obecneye-
Hus 0e3onacHocTH HHOP-
Manuu, odpadaTeiBaeMoii B




ABTOMATU3UPOBAHHBIX CUC-
TeMaX U CeTHAX»

Tema 3. OcHOBHBIE TEXHO-

JIOTHM MCHOJIb3yeMble IS

o0ecneyennsi KOHPUIEHIIH-
AJTLHOCTH ¥ I[€JIOCTHOCTH 10 10 0 - - - 8 16 - 16
uHpopManum, 06padaThI-
BaeMOii B aBTOMATU3UPO-
BaHHBIX CHCTEMAX

Tema 4. OGecnieuenne uH-
¢popmanmonHoii 6e30macHo-
cTH o0padaTpiBaeMoii B aB-
TOMATH3MPOBAHHBIX CHCTe-
Max ¥ BbIYHCIUTEIbHBIX
ceTsax

10 10 0 - - - 16 32 - 32

Hroro 72 36 | 72

11.YYEBHO-METOJUYECKHUE MATEPUAJIBI JIJII CAMOCTOATEJBbHOM PABOTHI YUAIIIUXCS

CamocTosTenbHas paboTa yqaluxcsi COCTOMT B U3Y4YE€HUU JIEKIIMOHHOIO MaTepuasia, ydeOHO-METOJUUYECKON JTUTepaTyphl, MOATOTOBKH K Mpak-
TUYECKHUM 33JaHUSAM TEKYILEro KOHTPOJISI U IPOMEXYTOYHOH aTTeCTalluy.

12.PECYPCHOE OBECIIEYHEHHUE

OcHoBHas yueOHO-MeToAuYecKas JUTeparypa:

1. TIporpammHo-amnmapaTHbIE cpe/cTBa obecrieueHrs] HHGOPMAIIMOHHON 0€30MacCHOCTH [ DNEKTPOHHBIN pecypc| : Yueb. mocodue / A.B. Jlymkun
[1 ap.]. - M. : Topsiuas muaus-Tenexom, 2018. - 248 c. - URL: https://e.lanbook.com/book/111053 (nata obpamenus: 01.09.2019)

2. Jlessaun [1.H. Mopenu 6e30MmacHOCTH KOMITBIOTEPHBIX CHCTEM. Y TIPaBJICHHUE JOCTYIIOM U MH(POPMAITMOHHBIMH MTOTOKaMH [ DJIEKTPOHHBIHN pe-
cype] : Yue0. mocobue / I1. H. [leBsuun. - M. : ['opstuas nunus-Tenekom, 2012. - 320 c. - JlocTyn K 35IeKTpOHHON BEPCUM KHUTH OTKPBIT Ha
camte http://e.lanbook.com/. - ISBN 978-5-9912-0147-6.




3. Ianwprun B.®. Madopmanronnasde3onacHocTh 1 3anuTa uHbopmamnuu [Tekct] : [yued. mocodbue] / B. ®. lllansrun. - M. : JIMK IlIpecc,
2014. - 702 c. - JTlocTyn K 3JIEKTPOHHOW BepCUU KHUTH OTKPBIT Ha caiire http://e.lanbook.com/. - ISBN 978-5-94074-768-0. 004.056(075.8) -
[1-228

4. TaiimamakuH, Hukonaii AnekcannpoBud. Y4eOHO-METOIUIECKII KoMIieKe aucuurinabl "Mapopmanmonnas 6e3onaciocts AUC, 6a3 u 6an-
KoB naHHbIX" [DnekTpoHHbIi pecype] / H. A. Talinamakun ; @enep. areHTCTBO 10 00pa3oBaHUI0, Ypai. roc. yu-T uM. A. M. ['opbkoro,
NOHI] "ndopmarmonnas 6e3omacHocTs" [u 1p.].

Pecypcel cetn “UHTEPHET”

1. DOBC msnmarensctra Jlanps —http://e.lanbook.com/.

Hayunas snekrponnas 6udnuoreka eLIBRARY.RU-http://elibrary.ru/.

bubnurorpaduyeckas u pedeparrBHas 6a3a JaHHBIX HAYIHOW MEPHOAUKU «Scopus» - WWW.SCOPUS.COM.

Caiit denepanbHoii ciryx0b1 0e3onacuoct Poccunt (OCB Poccun). -http://www.fsb.ru.

Caiit denepaabHO# CITYy)KOBI [0 TEXHHYECKOMY U 3KcropTHOMY KoHTpostto (PCTOK Poccun). - http://www.fstec.ru.
[TopTan TexHHYECKOr0 KOMHUTETA 10 cTaHaapTu3anuu «3ammra uaopmarmuy. —http://tk.gost.ru/wps/portal/tk362
NudopmarmonHo-ananutuueckuii Marepuer-nopran 1SO27000.ru.— http://www.is027000.ru

No ukswWwN

MarepuanbHo-TeXHIUUECKas 0aza: Al MpenoJjaBaHus AUCUUIUINHBI ayAUTOPUs, 000PY10BaHHAS IPOEKTOPOM.
13. SI3bIK NPEINIOJABAHUS
Pycckuii
14. PABPABOTYUK ITPOT'PAMMBI, ITPENIOJABATEJIN

c.H.c. LlenTpa npobiem unpopmaimonnoit 6e3omnacaoctu BMK MI'Y um. M.B.Jlomonocosa, k.1.H.ITumtorun T1.JL..


http://e.lanbook.com/
http://elibrary.ru/
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362

pnioxenne

OIIeHO‘lHLIe cpeacrea aJis HpOMe)KyTO'lHOﬁ aTTecTAllMH O JUCHUILINHE «BBeenue B I/IH(l)()pMaIII/IOHHle 0€e30IacCHOCTb»

CpeI[CTBa JJI1 ONCHUBAHUA MJIAHUPYCMBIX PE3YJIbTATOB 06yT-I€HI/ISI, KPUTCPHUH U 11OKA3aTCJIM OLUCHHUBAHUA IMTPHUBCICHLI HUXKC.

PE3VYJBTAT OBY- KPUTEPUUN n IIOKA3ZATEJIU OHUEHUBAHUS PE3YJIBTATA OBYUEHUS
YEHUS U3 COOTBETCTBYIOIIUX KapPT KOMIIETeH Ui
1 2 3 4 5
HeynosierBopurteiibHo | Hey1oB1eTBOPUTEIBLHO | Y/I0BJIETBOPUTEIbHO Xopowo OT1ian4HoO

31 (MIIK-1) 3uaTs:
OCHOBHBIC  TIPUHIIHIIHI,
METOABl U TEXHOJIOTUU
UIACHTUDUKAIIMK U ay-
TEHTU(UKALUU; OCHOB-
HBIC TOJIMTHKH CHCTEM
yIIpaBJIEHUST JIOCTYIIOM,
UX CBOMCTBA U KPUTEPUHU
0C30IMaCHOCTH;

OtcyrcTBUE 3HAaHUI

dparmeHTapHbI€ Npe-
CTaBJICHUS 00 OCHOBHBIX
HNPUHIUIAX, METOJIaX U
TEXHOJIOTUSIX UJCHTH-
dukanuu u ayreHTuu-
KalluW; OCHOBHBIX IOJIN-
THUKaX CUCTEM yIIpaBJe-
HUS TOCTYIIOM, UX CBOM-
CTBaxX M KpUTEPUSX
0e301acHOCTH;

B nenom chopmupoBan-
HBIC, HO HETIOJIHBIC 3HA-
HUSI 00 OCHOBHBIX TIPHH-
ouImax, MEeroJax u Tex-
HOJIOTUSIX UIEHTU(PHKA-
UM U ayTeHTUUKAIIH;
OCHOBHBIX MOJIUTHUKAX
CHCTEM YIpPaBJICHUS
JOCTYIIOM, UX CBOMCTBax
U KpuTepusx Oe3omnac-
HOCTH;

CdopmupoBanHbie, HO
COJIepIKaIINE OTJEIbHBIC
npoOenbl 3HaHUsA 00 Oc-
HOBHBIX MPUHITUTIAX, Me-
TO/aX M TEXHOJOTHUSX
UIEeHTU(DUKAIIIY U ay-
TeHTU(UKALINN; OCHOB-
HBIX TIOJTUTHUKAX CHCTEM
yIpaBIeHUS TOCTYIIOM,
MX CBOMCTBAax M KpUTe-
pusix 6€30MacCHOCTH;

CdopmupoBaHHbIe cuc-
TEMaTHYECKHE

3HaHUS 00 OCHOBHBIX
NPUHIINIIAX, METO/IaX U
TEXHOJIOTUSIX U/IEHTH-
¢ukanuu u ayTeHTUPu-
Kal[i1; OCHOBHBIX IOJIU-
THUKaX CHCTEM yIIpaBJe-
HUS JTOCTYIIOM, UX CBOM-
CTBaxX M KPUTEPHUSIX
0e30IMacHOCTH;

V1 (MIIK-1) Ymers:

aHaJIM3UpoOBaTh U Ole-
HUBaThb yrpo3bl MHGOP-
MaIMOHHON 0e30macHo-
CTH aBTOMAaTHU3UPOBaH-
HBIX CUCTeM TIpU HC-
MOJIb30BAaHUN  Pa3iN4-
HBIX  IPOTOKOJIOB ay-
TEeHTUPUKAIUA U  Ppas-
JUYHBIX TIONUTUK pa3-
IpaHUYEeHHs] TOCTYTIA.

OrcyTcTBHE yMEHUI

@parMeHTapHbIE YMEHUS
aHaJIM3a U OLICHKU YIpo-
36l THPOPMAITMOHHOMN
0e30macHOCTH aBTOMa-
TU3UPOBAHHBIX CUCTEM
IIPYU UCII0JIB30BAaHUN
Pa3IMYHbIX MPOTOKOJIOB
ayTeHTU(UKaLUU U pa3-
JIMYHBIX MOJINTHK pa3-
IrPaHUYEHUS 1OCTYNA.

B nenom chopmupoBan-
HOE, HO HE CUCTEeMaTH-
YecKoe YMEHHE aHaIIn3a
Y OLIEHKHU YTPO3bI HH-
dhopmarmonHoi 6e30-
MaCHOCTH aBTOMAaTHU3U-
POBaHHBIX CHCTEM IPH
UCTOJIb30BAHUY Pa3INy-
HBIX IPOTOKOJIOB ay-
TEHTU(UKALUYU U pa3-
JIMYHBIX TTOJIMTHK Pa3-
IpaHUYEHUS TOCTYTIA.

CdopmupoBanHoe, HO
coJiepxaliee oT/ebHbIe
poOesibl yMEHUE aHa-
JIM3a U OLIEHKU yIpO3bl
nH(pOpMaLMOHHON 6e30-
MaCHOCTH aBTOMAaTH3U-
POBaHHBIX CUCTEM IIPH
UCTOJIb30BaHUU pa3INy-
HBIX TPOTOKOJIOB ay-
TEeHTH(UKALIIU U pa3-
JMYHBIX TIOJIUTHK pa3-
rpaHHYEHHs] JOCTYTIA.

CdopmupoBaHHOE CHC-
TEMaTHU4eCKOe YMEHUE
aHaJIN3a U OIICHKHU YIPo-
361 ”HHOPMAITMOHHOM
0€30MmacHOCTH aBTOMa-
TU3UPOBAHHBIX CHCTEM
IIpH UCII0JIb30BAHHUHU
Pa3TUYHBIX TPOTOKOJIOB
ayTeHTH(UKAIIUN U pa3-
JINYHBIX TIOJIMTUK pa3-
TpaHUYEHHS TOCTYTIA.




B1 (MIIK-1) Bnagerts:
HaBBIKAMU OIPEICIICHUS
yYIpo3 HECAHKIIMOHUPO-
BaHHOT'O JIOCTYIa K WH-
dbopMaiuu 1 BO3MOXK-
HBIE METO/IbI peajn3a-
LMY yIPO3 HA OCHOBE
aHaJN3a CTPYKTYPHI U
coniepkanusi tHGopMma-
IIUOHHBIX MPOLECCOB U
0COOEHHOCTEHN PYyHK-
[IUOHUPOBAHUS 00BEKTA
3aIUTHI

OTCYTCTBI/IG HAaBBIKOB

®parmeHTapHoe Biajie-
HUE HaBbIKaMH HaBbIKa-
MU OIPEIENICHUsT yrpo3
HECaHKLMOHUPOBAHHOTO
JocTyna K uHpopManuu
Y BO3MO’KHBIE METO/IbI
peanu3aluy yrpo3 Ha
OCHOBE aHAJIN3a CTPYK-
TYpBI U COZIEPKAHUS
MH(OPMALIMOHHBIX ITPO-
LIECCOB M OCOOEHHOCTEH
(YHKIIMOHUPOBAHUS
00BEKTa 3aLIUThI

B nenom chopmupoBan-
HOE, HO HE CUCTEeMaTH-
YeCKOE BIIJICHUE HABBI-
KaMU HaBBIKaMH OTIpe-
JeJICHUsT yTpO3 HECAHK-
IIMOHUPOBAHHOTO JI0C-
Tyna Kk uH(GopmManuu u
BO3MOJKHBIE METOIBI
peanu3zanum yrpo3 Ha
OCHOBE aHAJIN3a CTPYK-
TYpPbI U COZICPKAHUS
WH(GOPMAIIMOHHBIX TPO-
LIECCOB U OCOOEHHOCTEH
(GyHKIMOHUPOBAHUS
00BEKTA 3aIIUTHI

CcdopmupoBaHHOE, HO
CoJIeprKallee OTACIbHbIE
poOerbl BiIaJieHue Ha-
BbIKAMH HaBBIKAMU OII-
peliesieHust yrpos He-
CaHKLIMOHUPOBAHHOTO
JocTyna K uHpopManuu
Y BO3MO’KHBIE METO/IbI
peanu3aluy yrpo3 Ha
OCHOBE aHaJln3a CTPYK-
TYpBI U COZIEPIKAHUS
MH(OPMAaLIMOHHBIX MTPO-
LIECCOB M OCOOEHHOCTEH
(YHKIIMOHUPOBAHUS
00BEKTa 3aLUTHI

CdopmupoBaHHOE CHC-
TEMaTHYECKOE BIIaJICHUE
HaBBIKAMH HaBBIKAMU
oTpesieNieHusl yrpo3 He-
CaHKIIMOHHPOBAHHOTO
JocTyna K “uHpOopMaIuu
1 BO3MOYKHBIE METOIbI
peaM3anyu yrpo3 Ha
OCHOBE aHalln3a CTPYK-
TYPBI U COJICPIKAHUS
UH(GOPMAIIMOHHBIX ITPO-
IIECCOB B 0COOCHHOCTEH
(YHKIIMOHUPOBAHUS
00BEKTA 3aIUTHI

32 (MIIK-2) 3uaTs:
TEXHOJIOTMH U OCHOBHEIC
METOIbI YIIPABIICHUS
JOCTYIIOM K HH(pOpMa-
IIUU TIPUMEHSIEMbIC Ha
MIPAKTUKE; OCHOBHI a1~
MUHUCTPUPOBAHHSI CHC-
TeM o0ecreueHus HH-
dhopmarmorHoi 6e30-
IMaCHOCTH BBIYUCIIU-
TEIBHBIX CHCTEM; TIPHH-
[UTIBI 1 METOJIBI IPOTH-
BOJICUCTBHUS HECAHKIIHO-
HUPOBaHHOMY UH(OP-
MAaIMOHHOMY BO3JICHUCT-
BUIO Ha BBIYMCIIMTCIIb-
HBIE CUCTEMBI;, PUHIIN-
IIBI ¥ TEXHOJIOTHHU 00€ec-
neueHust nHpopMaImoH-

OTtcyTCcTBUE 3HAHUM

@®parMeHTapHbI€ Npe-
CTaBJICHUS O TEXHOJIOTH-
X ¥ OCHOBHBIX METO/Iax
YIPaBIEHUS TOCTYIIOM K
uH(pOpMaLUK TpUMe-
HSIEMBIE HA IIPAKTHKE;
OCHOB aJIMUHHUCTPUPO-
BaHUs cUCTEeM olecrie-
YeHUs] THPOPMAIOH-
HOMU 6€30IaCHOCTH BbI-
YUCIIUTEIbHBIX CUCTEM;
NPUHIUIAX U METOoax
IIPOTUBOJICUCTBUS HE-
CaHKLIHOHHPOBAaHHOMY
MH(OPMALIIOHHOMY
BO3JICUCTBUIO HA BBIYKC-
JUTEIbHBIC CUCTEMBI,
IIPUHLIMIIAX U TEXHOJIO-
r'UsiX o0ecreyeHus uH-

B nenom chopmuposan-
HBIC, HO HEITOJIHBIC 3HA-
HHS O TEXHOJIOTHSIX U
OCHOBHBIX METOJaX
YIPaBIECHUS JOCTYIIOM K
nH(pOpMaILIUK TpUMe-
HsIEMbIC Ha TIPAKTHKE;
OCHOB a/IMUHHUCTPHUPO-
BaHHS CHCTEM oOecIe-
YeHusI HHPOPMAIHOH-
HOM 0€30MacHOCTH BEI-
YUCIUTEIbHBIX CUCTEM;
TIPUHIIAITAX ¥ METOIaX
MIPOTUBOACHCTBUS He-
CaHKITMOHHPOBAHHOMY
UH(POPMALIUOHHOMY
BO3JICUCTBUIO HA BLIYKC-
JIUTEIIbHBIE CHCTEMEI;
MIPUHITMATIAX ¥ TEXHOJIO-

CdopmupoBaHHbI€, HO
coJiepKalle OT/IeJIbHbIE
poOesbl 3HAHUS O TEX-
HOJIOTHSIX M OCHOBHBIX
METO/aX YIpaBJICHUS
JIOCTYIIOM K HH(popMa-
[IUH IPUMEHSIEMbIE Ha
NPaKTHUKE; OCHOB aJIMH-
HUCTPUPOBAHUS CUCTEM
oOecnieyueHus nHpopma-
IMOHHOM 0€30M1acHOCTH
BBIYUCIIUTENBHBIX CUC-
TEM; IPUHIIATIAX U ME-
TOJIaX MPOTHUBOJCHCTBUS
HECAHKIIMOHUPOBAHHOMY
UH(POPMALIIOHHOMY
BO3JICHCTBUIO HA BBIYNC-
JIUTEIbHBIC CUCTEMBI,
MPHUHITUIAX B TEXHOJIO-

CdopmupoBaHHbI€ cHUC-
TeMaTHYCCKHE

3HAHUS O TEXHOJOTHIX U
OCHOBHBIX METOJIax
YIIPaBICHUS JTOCTYIIOM K
uH(pOpMaIUU TpUMe-
HSIEMBIC Ha TIPAKTHKE;
OCHOB a/IMHHHUCTPHUPO-
BaHHUS CUCTEM oOecre-
yeHus nH(popMaIoH-
HOM 0€30MaCcHOCTH BEI-
YUCIUTEIbHBIX CUCTEM;
TIPUHIIAITAX ¥ METOIaX
MPOTUBOICUCTBUS He-
CaHKIIMOHUPOBAHHOMY
UHPOPMALIMOHHOMY
BO3JICHCTBUIO HA BBIYMC-
JIUTEIIbHBIE CUCTEMEI;
MPUHITUTIAX W TEXHOJIO-

1




HOI 0Oe30IMacHOCTH
KOMITBIOTEPHBIX CETEH;

dbopmarmoHHon 0e30-
MACHOCTH KOMIIBIOTEP-
HBIX CETEH;

THSIX 00eCIIeYeHUs MH-
dbopmarmonHoi 6e30-
MACHOCTH KOMIIBIOTEP-
HBIX CeTei;

THSX 00€CIICYCHUS H-
dbopmarmonHoi 06e30-
MACHOCTH KOMITBIOTEP-
HBIX CETEHi;

rUsix o0ecreyeHus uH-
dbopmarmonHoi 6e30-
MAaCHOCTU KOMIIbIOTEP-
HBIX CETEH;

Y2 (MIIK-2) Ymetsb:
000CHOBBIBAThH TpeOOBa-
HUSI K CHCTEME 3aIUThI
ABTOMAaTU3UPOBAHHON
CHCTEMBI OT HECaHK-
[IUOHUPOBAHHOTO JIOC-
Tyna K HH(POPMAIHH.

OTcyTCcTBUE YMEHMI

dparMeHTapHbIC YMEHHSI
B 000CHOBaHUHU TPeOO-
BaHHU K CHCTEME 3aIl[H-
Thl aBTOMAaTU3HUPOBAH-
HOM CHCTEMBI OT He-
CaHKIIMOHHUPOBAHHOI'O
JOCTyMa K HHpopMarmn

B nenom chopmupoBan-
HO€, HO HE CUCTEMATHU-
4yecKkoe yMeHHe B 000c-
HOBaHUM TpeOOBaHUH K
cHCTeME 3alllUThl aBTO-
MaTH3UPOBAHHOU CHC-
TEMbl OT HECaHKI[MOHU-
POBaHHOIO JOCTYTA K
nHpopmauu

CcdopmupoBaHHOE, HO
COJEepIKALIEE OTAEIIbHBIC
npoOesbl yMEHHE B
000CHOBaHHMHU TpeOOBa-
HUH K CUCTEME 3aIUThI
aBTOMaTU3UPOBAHHON
CUCTEMBI OT HECAHK-
LIMOHUPOBAHHOIO JI0C-
Tymna K HTHPOpMaluu

CdopmupoBanHoe cuc-
TEMaTUYEeCKOe YMEHHUE B
000ocHOBaHMM TpeOOBa-
HUH K CHCTEME 3aIlUTEI
ABTOMATHU3UPOBAHHOM
CUCTEMBI OT HECaHK-
IUOHUPOBAHHOTO J0OC-
Tymna K H"HPOpMaLuu

B2 (MIIK-2) Bnanerts:
HaBBIKaMH HCIIOJIb30Ba-
HUs CPEACTB aHAIN3a
CTPYKTYpBI U ySI3BUMO-
CTEN aBTOMAaTU3UPOBAH-
HBIX CUCTEM U KOMIIBIO-
TEpPHBIX CETEH.

OTCcyTCTBHE HABBIKOB

@parMeHTapHOE BIIaJIe-
HUE HaBbIKaMH HaBbIKa-
MU UCTOJIb30BaHUS
CPEJICTB aHaJIN3a CTPYK-
TYpPBI ¥ ySI3BUMOCTEH
ABTOMATHU3UPOBAHHBIX
CUCTEM U KOMIIBIOTEp-
HBIX CETEH.

B nenom chopmupoan-
HO€E, HO HE CUCTEMATH-
YeCKO€ BJIaICHUE HaBbI-
KaM¥ HaBbIKaMH HC-
10JIb30BAHUS CPEJICTB
aHalIn3a CTPYKTYpPHI U
YSA3BUMOCTEN aBTOMAaTH-
3UpOBaHHBIX CUCTEM U
KOMITBIOTEPHBIX CETEH.

CdopmupoBanHOE, HO
COJIeprKallee OTACIbHBIC
npoOenbl BlIaJIeHNE Ha-
BBIKaMU HaBBIKAMH HC-
[10JI30BAHUS CPEJICTB
aHalM3a CTPYKTYPhI U
YSA3BUMOCTEN aBTOMAaTH-
3UPOBAHHBIX CUCTEM H
KOMITBIOTEPHBIX CETEH.

CdopmupoBanHoe cuc-
TEMaTUYECKOE BIIAJICHUE
HaBbIKaMH HaABBIKAMU
UCIIOJIB30BaHUS CPEJICTB
aHalm3a CTPYKTYpBI U
ySI3BUMOCTEH aBTOMATH-
3UPOBAHHBIX CUCTEM U
KOMITBFOTEPHBIX CETEH.




@oHIbI OLIEHOYHBIX CPEICTB

DOH/IBI OIIEHOYHBIX CPEICTB MPEICTABICHBI HAOOPOM TECTOB 110 OTACIBHBIM JICKIIUSAM, UCIIOIb3YEMBIMHE ISl TEKYIIEr0 KOHTPOJIS,, U HTOTOBBIM
TECTOM [0 BCEM MOJYJISIM Kypca B CHCTEME 3JICKTPOHHOW MH(OpMaIMOHHON 0Opa3oBareibHOM cpeabl https://academtest.ru. [lyis mpoxoxaeHus tec-
TUPOBAaHUS HEOOXOAMMO 3aperucrpupoBarbes B https://www.academtest.ru/ perucrpaiust NpoU3BOIUTCA 1O Koay st rpymmbsl  «Mb-
Owiman MI'Y _Capos» .

IIpumepHBbIii epevyeHb BONMPOCOB JIS 3a4eTa/Tecra:

[Tapamerpst FTE, FTA, FRR, FAR miis GuomMeTpruiecKux METOIOB.

MeTo/1p1 B3JI0Ma TAPOJILHOM 3aIIUTHL. 9-Th METOI0B MOTU(MUKAIIMHA CXEMBI «ITPOCTOM MapOIh.
Crporas AyrenTtudukaius Ha ocHOBe cekpeTa. OJIHO- U IBYX- CTOPOHHSS ayTeHTU(UKALIHS.

ISO symmetric key two-pass unilateral authentication protocol

ISO symmetric key three-pass mutual authentication

Pacnipenenenue kitoueil CHMMETPUYHBIMH alropuTMaMu. OHO- U IBYX- CTOPOHHSISI ayTeHTU(PUKALMS.
«beckiroueBoin» nporokon Hlamupa

[Mporoxon Wide-Mouth Frog
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AyTteHTuduKanys Ha OCHOBE cUMMETpU4HOM kpuntorpaduu. [Iporokon Hunxema-IlIpenepa (accumeTpuyHbIi U IByXCTOPOHHUI).

[EY
o

. AyteHnTu(ukamnus Ha ocHOBe cuMMeTpu4Hoi Kpunrorpaduu. [Iportokon Hunxema-1llpenepa (accumMeTpruuHbIi 1 TPEXCTOPOHHUMN)

-
-

. AyteHTHU(UKaLUA HA OCHOBE CUMMETPHUHON KpunTorpadguu. Ataka Ha npotokon Hunxema-IlIpenepa.

[EY
N

. AyteHnTudukanus Ha OCHOBe cuMMeTpu4Hoi Kpunrorpaduu. [Iporokon Hunxema-1llpenepa npu Haauuuy HECKOJIBKUX CEPBEPOB ayTEHTH(U-
KallUM U UX OTCYTCTBUH (OTCYTCTBHH TPETHEN CTOPOHBI).

13. Moaudukanus napobHON ayTeHTH()HUKANY Ha OCHOBE aCHMMETPHYHON KPUMITOTpadHH.
14. Moaudukanus napoasHol ayTeHTU(UKaIUU Ha ocHoBe ocHOBe DIIIT

15. AyrenruduranusunadazeDII1. ISO1 (public key unilateral authentication protocol)

16. AyrentuduxanusunadazeD1I1. 1S02 (public key two-pass mutual authentication protocol).


https://academtest.ru/
https://www.academtest.ru/

17.
18.
19.
20.
21.
22,
23.
24,
25.
26.
27,
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.

AyrentuduranusuadazeDII1. 1SO3 (three-pass mutual authentication protocol)..

Aytentudukanus Ha OCHOBe acuMMeTpudHoii kpuntorpaduu. [Tporokon Huaxema-IIpenepa.
AyreHTH(]UKaLKs HA OCHOBE aCUMMETPUYHOM Kpunrorpaguu. Ataka Ha nporokon Hunxema-IlIpenepa.
AytenTudukanus Ha ocHoBe Xen-(pyakuii. PBKDF2/AyrenTudukanys ¢ uCroib30BaHHEM KIFOUEBbIX XOII-()yHKITHIA
AyTeHTudUKaIuUs ¢ HYJeBOU Nepeaadeii 3SHaHUH.

CyOBeKTHO-00bEKTHASI MOEIh KOMITBIOTEPHOM CUCTEMBI. MOHUTOP 0€301IaCHOCTH B Cy0beTHO-00BeKTHON Moenu KC
Monens Xappucona-Py330-Ynemana (Mogens HRU)

Kpurepuii 6e3onacHocTi 1 ocHOBHas Teopema mojenu HRU

Teoperuko-rpadoas monens «take-grant». OCHOBHBIE OJIOXKEHUS U oTiIH4Ms OT Mojienu HRU.
Pacnpoctpanenue mpas B Mojienu «take-granty.

VYTeuka npaB B Mozenu «take-grant». Kpurepuii 6e30macHOCTH ¥ OCHOBHAs TeopeMa MoJienu «take-granty»
Pacmmpennas monens take-granty»

Mognens Jlennusr. Pemérka ypoBHel 1 pyHKIIMHM 6€3011aCHOCTH.

Mogens bema-Jlallagymner

Monuduxanuu moaenu benna-Jlallagymsr.

Temarnyeckue NOJIMTUKH TOCTYIIA.

Mopaenu poseBoro 10cTynma.

Mopaenn HHINBHUAYAIBHO TPYIIIIOBOIO JOCTYIIA

[ToHATHE IETOCTHOCTH JaHHBIX. MaHaTHast MOJIeNb LIeIOCTHOCTH buba.

MAC, HMAC, DUII B mpoBepke 1ETOCTHOCTH.

Mertoabl obecrieueHus IeT0CTHOCTH.

IToHsATHE CKPBITHIX KaHAJIOB yTEYKU MH(OPMAIMK B MOJEIAX pa3srpaHUUYCHUs JOCTYyIA.

Buapl CKpBITHIX KaHAJIOB YTEUKH HH(POPMAITUU

MeToabl U30JIAINH.



41. Bupryammzanus. [Ipobiembr 6e30macHOCTH.

42. TlaccuBHBIC CETBBIC aTaKU

43. MeToxm HEMOTO XOCTa

44. AKTUBHBIE CETEBbIC aTaKU

45. lecunxporuzanust TCP coenunenus

46. Pannss necunxporuszanus TCP coennaeHus

47. Unentudukanus u ayrentudukanus B cetu. WiFi

48. Unentudukanus u ayreHTudukanus B cetn. GSM
49. Unentuduxkanus u ayrentudukanus B cetu. GPRS/LTE
50. Unentudukanus u ayreHrudukanus B cetu. Kerberos
51. YnpaBieHue JOCTYIIOM B pacIpeielIeHHbIX CUCTEMaX
52. MexceteBble 9kpaHsl 1 DMZ

53. DLP cucremsl

54. CobpITHs 6e3onmacHocTr B MHOMACHTHL, IDS/IPS

55. CoObITHs Oe30macHOCTH U MHIMAEeHTH, SIEM

56. VPN

57. 3amuieHHsie mpotokossl PPTP

58. 3ammmennsie mpotokoisl IPSEC

59. 3ammmieHHbie MpoToKosl TLS

60. AHOHUMHOCTb B HHTEPHET, [ETIOYKH MTPOKCH

MeTtoauyeckue MaTepuaJbl 1J1sl IPOBEACHUS MPOLEYP OLCHUBAHNUS Pe3y/IbTATOB 00y4eHus!
JU1st KOHTPOJISl 3HAHUH CTYAEHTOB IO JAHHOM JUCIUIUTMHE HEOOXOIMMO MPOBOIUTH TEKYIIUH U UTOTOBBIM KOHTPOJIb. TEeKyIIHii KOHTPOJIb BbI-

MOJIHACTCA B BUAC 3aIUT NPAKTHUYCCKUX U MHAWUBUAYAJIBbHBIX pa60T, IMPOBCPKU TOMAIITHUX 3a,Z[aHHI>'I. Hrtorosnii KOHTPOJIb IPOBOAUTCA B BUJC TCCTA,



Ha KOTOPOM 0OCYKIAIOTCsl TEOPETUIECKHE BOMPOCH Kypca. CiydaitHpiM 00pazom Beioupatorcs 30 BompocoB u3 172. OnieHnBanue 3HaHUH, yMEHUH U
HaBBIKOB ITPOM3BOJIUTCS HA OCHOBE OAIIIbHO-PEUTHHIOBOM cucTeMbl. [Ipu peHTHHIOBOI cucTeMe Bce 3HAHHSI, YMEHUSI U HABBIKU, IPHOOpPETaeMbIe CTY-
JCHTaMU B pe3yibTaTe U3y4eHHUs AUCLUUIUIMHBI, OleHUBatoTCs B Oamax. [Ipeanonaraercs HeckolbKo GOpM KOHTPOJIS, 10 KOTOPBIM CTYIEHTHI MOTY-
qaroT Oaslibl:

1. Tlocemaemocts nekuuit (Makc. 20 6amion).

2. BrImonHeHWE JOMANTHAUX 3aJaHUH K KaXI0# Jiekuu (Makc. 60 6amion).

3. 3auer (makc. 20 6annoB).
HToroBas olieHKa 3a Kypc pacCUUTHIBACTCS UCXO/Is U3 HaOpaHHBIX cTyAeHToM 6amioB (oT 0 qo 100 6amnoB). Kpurepuu oreHok:

e «He3aueT» MeHble 50 0annos;

e «3aueT» Oosnbiue win paBHo 50 6ayoB



